CSE-C3400 Information security
Examination 2015-10-09
Lecturer: Tuomas Aura

No electronic equipment or reference material is allowed in the examination,

1. Access control

Explain the meaning of the following terminology (max 15 words each):
(a) Reference monitor
{b) Covert channel
{c) Bell-LaPadula *-property
{d} Chinese wall policy
(e} Access token (in Windows processes)
(f) SUID bit (in Linux file system)

2. Payment systems

Explain the technical reasons for the following:
{a) Static data authentication (SDA) as payment-card authentication method is not considered secure, and
Finnish banks require dynamic dota authentication (DDA} to be used.
{b) The idea of contactless payment is ta make the transactions really fast and smooth: the card holder
just taps the NFC-enabled payment terminal with the payment card. Nevertheless, the terminals must
i have a PIN pad.
{¢) If Bitcoin replaces all or most of the world’s currencies, deflation is inevitable,

(Background information: Deflation is defined as a decrease in the general price level of goods and services.
nNote that the European Central Bank currently sees deflation as one of the biggest threats to economy.
Advocates of Bitcoin or gold standard naturally disagree.)

3. Authentication

A mechanical combination lock has 3 to 6 wheels, each with digits 0-9. In order to open the lock, one needs to
align the right numbers on one line.
a) Whatis the entropy of the secret key information for 3-wheel and G-wheel
locks? Give an approximate numerical answer including the unit.
b) The mechanical combination locks are replaced with a new electronic lock,
] which has a PIN pad and a connection to a backend server, You are asked to
help designing the new lock systemn. How can the security of the electronic lock
be improved compared to the mechanical one?

Notes for part (b): You do not need to consider mechanical or software flaws in your answer. There are many
potential improvements, and you need to cover many of most significant ones for full points,

Please turn the paper
for the remaining parts
of the examination.




4, Threat analysis

Theater and concert tickets can be bought in an online shop and printed at home. The most important part of
the ticket is a bar code or a short text code. At the entrance to the event, this code is scanned electronically by
the security personnel. The ticket has the buyer's name on it, but it is acceptable to give the ticket to another

person. Analyze the threats against such tickets.
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5. X.509 PKI

The certificate chain below (see the third page) was received by a web browser from gmail. It has been pretty-
printed with the openss/ tool. Explain in detail how the web browser checks the certificate chain and how it is
used to authenticate the web site in 551 or TLS. Please refer to the specific certificate fields in your answer. For
clarity, refer to the three certificates as C1, C2 and C3.

(MNote: You do not need to write out the messages of the SSL/TLS handshake.)



I

Certificate ci:
Data:
Yersion: 3 {0x2)
ferial Wunmber: S03435T4E0E63282341
[Dx45ddal 6FFE] Tacas)
Signature Algarithm: sha2 WL LhRSAERC YRt Lon
Iasuer: C=U5, O=Gpogie Ing, CN=Google Internet
Authority G2
Validity
Not Before: Oct 7 11:10:51 2015 GHr
Mot After : Jan & 00:00:00 201g GHT
Subject: C=pg, ST=California, LeMountain View,
C=Google Ing, CHe=mail.google._ com
Bubject Public Hey Info:
Public Key Algorithm: rsafneryption
Public-Key: (2048 bit)
Modulus:
DCI.-!'B:r.lb:!'?:dﬂ:ﬁ&m!’:f‘}:ld:?i:ﬂmh:tﬂ:b].-uu:
~many more bytes.
01 :db

Expoment: £5537 (Ox10001)
X503 extensions:
X305v3 Exrended Key Usage:
TLS Web Sarver Authentication, TLE Wep
Clleat Authentication
*508v1 Subject Alternative Hame:
DNS:mall.google.con,
DKS: inbox, google.com
Authority Information Access:
Ch Issuers -
U?.I:h:tp:.’.fpk:;.unwla.cum.-'nmz.crt
OCSP

URI:http: //clients} ‘google.confooap
X308¢3 Subject Key Identifiar:
37:08:18:BA0T 12030 DA AGLRL 1 9F 03 tBCI4CI B0 RS 1 TCiB2 6
B:EQ
H509v3 Basic Constraimts: peltical
Ch:FALEE
505943 Ruthority Key Identifier:

trl_',lid:dn:DD.-DS.'Hi:ll!:EC:FE:&B;B!:?E;FE:M:HG:an:ﬂ;m:ﬂ
1EAELIF

E509v3 Certificate Policiss:
Foligy: 1.3.6:0.4.3.1112%,2. 5.1
Policy: 2.23.140.1.2.2

¥509v3 CRL Distribution Points:

Full Wame:
URI-.hl:lpr.‘-"pkj..ﬂnagle.tmnfGIlﬁ'E.crl

Signature Algorithm: snizsvsmthﬂmn:rypuun
ii.-be:an:m}.-ﬁlr,‘.ﬂ::3:321Df:c0:3e:53:19:u:m t9Er56:Eh:

eaibh; EE:!E:JE:H:ES:ss.-:r.hcf:du:z.'nigrﬂ:bnzsb:
—MANY mora
Ec:nB:nd.'bmu:E'?.'nd:B&:dS:ﬁa:al:Bl:deol

Version: 3 (Gx2)
decial Mumber: 146051 (Dw23ad3)
Signature Algorithm: shazsilil.th.'kﬂ-wncryptinn
Issuer: C=lg, O=GeaTrust Inc,, CN=GenToust
Global cA
Validity
Mot Baforei Apr 5 15:15:56 2013 tMT
Not After : Dec 30 23:59:50 2016 GMT
Subject: C=US, O=Google Inc, CH=Google Internst
Authoricy G2
subject Fublic Key Info:
Public Key Algorithm: raaEnceyption
Public-Key: (2048 bit}
HModulusg:

OB :9e:Pa: 0477 52:d8: 50500 3a: 06:23:82 0048
" more bytas..

Exponent : §5537 (010001
X509%] extensions:
X500%3 Authority Kay Identifiar:

— —

hayld:l’:ﬂ:?krgs:ﬁﬂrBD;GB:H:M:{IS:EI:E:JI tTD:AR:TD:65:H
B:CA:CC:4E "

X509v3 Subject Key Identifier:
-l&:D.DmE.-lE:lB;!E.'I‘E:iE:BS:'M:P.'::!i:EB:BE:ﬁ.-:F.N.:Ea:sa:l]
129

X508v3 Key Usage: eritical
Certificate Fign, CRL Sign

huthority Information Actess:
QC3P - URI:hitp://g.aymcd. com

X30%v3 Basic Canstraints: critieal
CA:TRUE, pathien:d
#503v3 CRL Distribution Peints:

Full Mame:
U‘RI:!LL':D::‘flj.:ymch.m!drlz}qtqlubﬂl.c:l

R50%v3 Certificate Policies:
Polioyr 1.3.6.1.4.1.11120.2.8.1

Signature Algoriths: ;hazsﬂiitnasl.ﬂn:zrption

aa:faral:20:cdi6a:67:63  0d: 50 rdd: Verde:ld:cd: TE;
—many mors
Teiel: 35 :d8

Cortificate c3:
oy 1
Veralan: 3 {0x2)
Serial Number: 1227750 (Oxl2bbes)
Slgnature Algorithm: ShalWithREAEnCIYRT ion
Issuer: C=UE, D=Equifax, OU=Equifax Secure
Certificate Authority
Validity
Not Before: May 21 04:00:00 2002 T
Bor Afrer . Aug 21 04:00:00 2018 GMT
Subject: C=US, O-GeaTrust Inz., Cl=GeoTrust
Glehal CA
Subject Public Key Info:
Fublic Key Algorithm: rsaBncryption
Bublic-Kay: {2048 bit)
Modiyliss

UUrda:c::IE:EJ:SEI'.ru:!-I.-I?J?];Ia:Ei:?szsb:df:
~EANY mOre bytes.
ad:f9
Exponent: 65537 (Ox10001)
X508v3 extensions:
X509} Rutheoriky Hey Identifiar:

k!yid.‘i!:EG:EB:FB:E!:N:EE:BE:D'.':l?rDﬂ:?S:?ﬂ:lﬂHF:SJ‘.B
2:90:9F D4

X508v3 Subject Key Ideneifier:
ta:?ﬁzgﬂ:ﬁa.-ﬂmﬂﬂ:!‘B:}u!:Bs:st.-Dc.'11:?D:M:1ﬁ:55:!0:m:c
Ci4E

X5D3v3 Basic Censtralnts: eritical

Ch:
K509%3 Key Usage: critical
Certificate Sign, CRL Sign
£509v3 CRL Distribution Pointa:
Full Hame:
‘-“’J?NtEPlf’-‘ﬂl‘l-glﬂt:ust.mrcrlsa’a'nuruca.crl
%5083 Cortificate Policdiss:
Policy: X506w3 Any Palicy
CP§:
httpa:Hm.q-otnlnt.m.'r“nur:nfrepuu:m-y
Signature Algorithm: shalWithREAEncryption
?i:nll12:62.—1-:!1::16:12:!E:!ﬂ:ﬂ&rb@rﬂhﬂﬂitf:fﬂ:
bytes.

-many more
Jf:12



