CS-C3130 Information Security
EXxamination 2022-10-20

Teachers: Tuomas Aura, Lachlan Gunn

No reference materials, pocket calculators, or other auxiliary equipment are allowed in this examination.

1. Access control terminology

Give an example of each of the following in the context of a university or school. The example should

clearly demonstrate that you have understood the meaning of the concept. The answer should be an
example; no points will be given for a definition. (2p each)

1. subject and object

= A read wp
2. no-write-down policy ] dow
3. data sanitization weite de

2. Brute-force attack

An electronic smart combination lock is opened by entering a 6-digit code with the numeric
keypad and pressing the Open button. With practice, entering the code takes approximately 2
seconds. A student housing company has decided to install such locks on all the hundreds of

basement storage units in the dormitory buildings. Each lock is configured with a short-
distance wireless interface (Bluetooth) to have an independent random code.
ﬂmm

A master burglar starts a brute-force attack to find the correct combination for one storage
unit. During an 8-hour workday, they can try 8%60%60/2 = 14400 combinations. Thus, their
success probability of opening a lock is 14400/1000000 = 1.44

7. This worries some students
who store their overalls and other valuables in the units.

The master burglar heads a gang of 100 bachelor burglars who parallelize the

combinations on different locks. Their success probability of opening at least
the workday is 76 %. Thus, they are very likely
over time.

work by trying

one lock during
to succeed in breaking into some stora

Picture source-

) igloohome Smart Padlock
ge units

Problem: Suggest effective smart features that the locks could implement to mitigate these tw _—
attacks. The attacker’s success probability should be smaller , but the lock hardware and user ex er?en
should be the same. (2p) p ce

The examination
continues on the
following page.
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1. Network security .
| panel sends a wireless

A mineral mining company is developing a remote wireless tlf:mn;tﬂ;-;;]:;i:‘; ?jurrently, W

trigger message to one or more smal t fuses, each of Wh"*hjﬁ% ” prec;figUFEd in all the fuses used

message is a one-time passphrase (for example, *'1923’6{.;1;1\!\{1’1- ) tha  shydetonite the explosives.

at that time. When the fuses recewe this message over the wireless channel,

' +h the system over the radio
The company is worried about wireless hackers who could interfere with y

channel.

(a) Analyze the security of this solution against the wireless attacker. (4p)
(b) Suggest how to improve the security of the system. (2p)

“POYuuv388oep”

illIl--lllllnﬂl-"--l--lIIIIIIInil.i]..l-lilllllllil+

4. Threat analysis

A robotic vacuum cleaner cleans floors autonomously. It has a built-in camera for mapping the floor and for
“—_q i : -‘- e ﬂ
navigating around it. Computer vision also allows the robot to identify obstacles, such as furniture and pets.

The robot is connected to a cloud server over Wi-Fi wireless network. Some of the mapping and learning
features have been offloaded to the cloud, while the real-time control is in the robot itself. The user

interface is a mobile app, which connects to the same cloud service. (There is no direct connection between
the mobile app and the robot.)

When the robot battery needs recharging, it returns to the charging station. However, all the intelligence is
in the robot itself orin the clpud. o —

nao - TR AR b
¢ Robarock 56 .
g1 i Mobile app
Vacuum robot 54™ 82" 60™ screenshot
with camera in e e e with an

automatically
created map

the front

Picture sources:
Roberock and
user Facebook post

Robot in its goom A Znosd
charging station

Problem: Analyze the security threats against the robotic vacuum cleaner system

and its users. 6p
The examinatigp,
Hint: Draw a diagram of the system architecture With the data flows Continues gp the
5 fD"DWin
g Page,
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5. Web security

In Appendix 1, there is g pretty-printed certificate chain. Explain in detail how the web browser checks this
specific certificate chain and how the browser uses it to authenticate the website in TLS. (6p)

Notes: You do not need ta explain the details of the TLS handshake protocol.

Appendix 1

riificate:
oaTar

version: 3 (9xM
serial Nonbey:
PE:ba:fE:cﬁ:lﬂzrb:{h:eﬂ:aﬂzha;nr:td:lﬂ:dﬂ:!P:#J:Eﬂ:nﬂ
Signature Algorithm: Ehal5¢Wi ChREARnCrypLion
issuer: C = US, O = Let's Encrypt, (N = RJ
Validity
Not Before: Oct 16 22:11:41 2022 GMT
Rot After : Jan 14 22:11:40 2023 6MT
Subject: CN = secclo.eu
Subject Public Key Info:
Public Key Algorithm: rsaBncryption
RSA Public-Key: (4096 bit)
Modulus: '
00:ab:58:21:01:8f:55:90:¢c8:81:85:0d:888e:F3:
8c:Ta:dare3:45:ba:d9: ££f:c7:23:59:5d:-Fa;4acé:
d6:5a:f0:86:28:88:5d:88:dc:38:29:46:7c:eb:23:
83:3f:Te:ce:adb:77:29:70:22:dE:75:4c: 76 :83: 58+
caice:ed;78:3c:bf:4d:00:3c:ce:el:15;:19:2C:0a:
4f:39:b2:78:5e:ec:11:8b:b9:32:5e:08:8c:82:a4:
cB:38:71:74:a9:99:bd:e9:ab:7e:b5:46:52:02:09:
£3:52:17:54:3b:c0:91:9£:12:f5:ce:dfi:f4:cae5"
a3:be:69:3e:52:a8:ac:35:48:bf:Fl:2d:ac:bhd:b:
€3:5f:57:17:759:259:92:83:0c:70:4b:d7: 74 4:62:
cf:el:34:7d:d% ee:2a:02:ed:54:7:0f-6h:BF: 6
6c:43:2b:85:69:99:22:14:d8:ba:d7:ea-50:3F:3a:
10:5b:dc:e2:b2:eb:33:62:3d:a9:7f:e2:04:2a:7b:
le:22:55:41:8e:27:52:36:96:83:ba:43: ££: 04 2F:
Bi:cB:52:6b:22:95:¢c4:76:29:24:€0:8c:a7:d8:0a:
be:30:2b:8c:B9:84:20:9%¢:3a:9d:7f:e9:33:23:db:
J98:83:1c:Bd:Bc:71:b0:d8:Tc:cd: £6;ae:86:14:da:
da:be:33:66:2a:84:08:0Ff:d5:46:2c:1d:8d:04:99:
cc:25:19:be: ford3:ce:42:73:84:00:52:29:a7:28a:
02:a4:02:fa:6b:f6:4c:0bred:f2:14:31:c4:33:223;
He:d2:87:00:6a:¢5:10:91:53:-a8:61:d7:42:£1:74:
38:17:90:6c:0b:ce:58: b7 :be:4e:30:3e:23:55: 4d:
Jc:ib8:12:37:6a:82:dc:40:44:da:cB:da:89%: % :bb:
12:6d:23:23:31:ch:6d:a0:52:a08:44:82:55:16:5¢F:
2b:bd:d5:ea:e7:4c:50:00:01:f4:e2:65:¢2:09:16:
cf:ab:ch:bB:f8:fh:ad:70:73:04:57:51:aa:df:6F:
58:55:e5:e5:38:8m:e7:8c:d6ee:ad:71:%b:d4c e
DG:894:22:00:27:3e:68:bd:39:12:d9:15:93:88:95:
ad:80:T7c:TI:99:£F:75:9¢c:42:04:c7:a£:0d: 9¢c;: fe:
81:79:83:0e:c2:20:3d:63:2e:29:67:07:23:el1:28:
5B:67:dl:e6:c9:74:d0: fb:d6:c9:e1:1c:75:17:39.
9b:80:09:74:p5:5%a:e5:76:5b:e6:2c:a7:e0:a0:29:
c3:le:f3:64:26:8c:cbal:a8:00:759:52:9a:£2:53.
a6:6e:14;3f:d8:0e:0c:06:28:86:13:20:25:e8:49:
35:53:33
Exponent: 65537 (0x10001)
X508v3 extensions:
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authenticarion
X509v3 Basic Constraints: critical
—Ch: FALSE
HEEE;E-EESE=EE'513.Idtnti!iar: # N
65:9E:85:38:4E:C6:8D: 95:80:4C: DD:53:BC:BEI12:27:19: 91, 33, 49 L
XS09v3 Authority Key Identifier: . £
Jsayi_d:uzasf-na-:11-:5’-?-:53.=ﬁ.ﬁ-tﬁ!=ﬂ=5ﬂ=ﬂ9=*ﬂi.ﬂ’ﬁ=-u=uzmB'i:'rilfgi:-_cu N 1 Spa i o= 'r'
Buthority Information Access: Sk A ‘ " e <ol
Wthorit L niganis : S5 Jhdi-Saabes Sl SRR LY F e R
OCSP - URI:htep://r3.o.lener.ord e A .
€A Issuers - URI:htep://x3.i.lenex.oxrg/ iy ;

wErbtrr

ol S

DNS:secclo.eu, DNS:wWw.SECCLO.



Sianed Certificate Timestamp:
Version < w1 ((x0]
Log 1D - T'a":j:'hﬂ'::5‘1:DE:BT:ED:BE:EU:EH:JE‘EU‘EE-lE'E‘E-EQ-
_ ]E:Fﬂ:l?t13:35:4D:JE:D2:25:E1:EA:ET:ﬂB;SE:EE:EE.
Timestamp : Cct 16 23:11:41.820 2022 GgMT o
Extensions: nomne
Signature : ecdsa-with-SHA256

32:32:2?;?3:24ZTBfﬁﬂitE:HD:EE:EE:dﬁ:ﬂﬁ:EE:lE:?E:
FcBE:EL:1V:50:0B:2C: 5A:59:9C:BD:33:57:FE:5E* 28+
SF:FE:FE:50:02:21:00:9B:21:65:7E:19:CA-D2: D054
3U:9E:31:AE:EF:EE:ED:E{:EF;11:11;EU=thgg:gg;DE:
FI:64:52:43:02:AA:9F ’
Signed Certificate Timestamp:
Version « ¢l (Ox0}
Log 1D s ADIF7:BE:FA:TC:TFTF:10:CO:BB:9D:3N:9C:1E:IL: 1821 6A:
| B4:67:29:5D:CF:BLl:0C:24:CA:85:06:34:ER:DC:02:BA
Timestamp : Oct 16 23:11:41.934 2022 GMT
Extensions: none
Signature : ecdsa-with-SHARZ56
30:45:02:21:00:DE:dE:FR:56: 54 :86:BF;: 2D:A0:54:F0:
§7:00:33:2F: €D:AF:6F:7C:88B: 34 :B0:B4:37:61:DF:B1:
AD'9F:ES:7D:DF:02:20:1C: 4A:EF:69:BC:PB: 13:AF:78:
4B:99:5E:86:92:47:TE:90:CB:6A:C4:90:46:51:9B:73:
BE:7A:7D:FA:45:86:18
Signature Algorithm: sha2S6WithRSAEncryption
§9:67:21:Th:19:92:d5:8d:8¢c:53:a6ad:e7:c9:latde:25:3c:
Ge:pl:6b:75:57:f8:F4:2e:85:2a:5d:0d:6e:7d:5£:97:d2: £5:
6d:d2:f8:f4:90:54:d42:50:e3:6e:bb: fd:ea:a5:9b:22:ae:27!
ad:08-20:a2:19:de:29:92:c6:a2:84:8¢c;d6:13:£2:d2:cb:el:
ﬁa:&f:5f:ae:f3:EG:EH:Bezdetae:lﬁ;ﬂﬂ:ﬂb:ﬂl:?h:TE:Qe:SB:
GatﬂE:aﬂ:fE:EE:TB:cﬂtIE:QB:ﬂE:hd:Ef:ﬂE:E&:bl:BE:7G:3::
actnl:ca:Ea:fd::E:fﬂ:‘?:ﬂE:lE:le:Eﬁ:&a:]ﬂ:fﬁ:ﬂc:b?:EE:
da:de:iE:Ed:ET:eE:LE;SEtEczﬂa:ﬂf:dﬂ:ﬂctec:c1:ﬂc:1h:33:
Eb;ﬂﬂ:f#:bﬂ:ﬁf:ﬂ?:dt:EE:DE:ED:EE:cE:Ec:T&:HH:4E:ﬁ?:dT:
ae:EE:1c:Ee:et:hl:4h:3d:h1:43:ET:ST:ee:h1:aE;Eﬂ:14:T?:
E?:fﬂ:?&;lﬂ:ﬂd:te:52:bﬂ:Dd:cﬁ:dﬁ:?c:1d:d5:51:3314e:ﬂf:
1E:2a:¢a:57:22;31:19:51:a3:Tt:35:?c:ce:c9:9e:35;31:91:
DD:DE:ﬂ&tﬁb:ca:dleﬂ:Ef:ﬁﬁ:eﬁ:Zd:bE:la:ﬂT:éu:nE:T?tbf:
fE:hﬂ:el:hc:qf:za:ﬂ::ce:aE:Ea:ED:Df:f::1d:71:2h:60:ﬁn:
4a:6d:85:3d

Certificate:
Versipn: 3 (0x2)
Serial Humber:
Elzih:ﬂﬂzéa:cf:ﬂczlﬂtaT:53:f5:d5:25:25:a?:5f:5;
Signatuore Algorithm: sha?56WithRSAEncryption
Issuer: C = US, 0 = Internet Security Research Group, CN = ISRG Root X1
Validity
Not Before: Sep 4 00:00:00 2020 GMT
Not After : Sep 15 16:;00:00 2025 GMT
subject: C = US, O = Let's Encrypt, CN = R3
Subject Public Key Info:
public Key Algorithm: rsaEncryption
ASA Public-Key: (2048 bit) _ Z
Modplus:
ﬂﬂ:hb:ﬂz:15:23:c::IE:aﬂ:Bd:darﬂf:IE:nc:Ed:EE:
EE::3:erEE:fl:EE:uE:Ta:li:EB:uT:Ed:EE:an:hE:
Eh=h9:¢5:éc:bl:afzBe:Eh:EE:TE:cH:aJ:dJ:ﬂf:#T:
9&:14:55:35:51:B¢19e:aﬂ:a3:39:19::5:82:3::42:
aE:le:Ee:f5:3b:c3:2e:db;ﬂd:cﬂ:bﬂ:5c:EJ:53:33:
n?:eﬂ:cf:EE:fﬂ:Ea:Db:lh:be:cﬂ:gl:24:25;51:f¢:
3?:?1:h3:13:51:1::ac:&1:Eh:ef:dh:eé:Sb:!E:EE:
45:BE:HE:cl:Ei:ue:3ﬂ:thEE:EE:bSraE:Ed:Ef:d&:
ED:TE:eE:aE:5#:ah:hE:Ed:Ua:?T:sE:lD:El:Eh:Eh:
dB:hc:EE::h:EE:3¢:1¢:fa:Eh:Bh:Ef:ET:EE:EB:EH:
3ﬂ:17:Edtb&:?i:E!:fh:ﬂl:cﬁ:nd:dE:EE:EE:Ed:l?:
5?:&1:ﬂi:bb:fl:Eb:ET:EE:dc:cl:da:?l:ﬁd:di:lﬁ:
e]:cc:ad:?ﬁ:cl:ﬂﬂ:hc:ﬁn:ET:TE:EE:hE:fl:lﬂtht
ﬂE:ﬁc:EE:EE:ff:ﬂa:ﬂﬂ:hﬁ:dT:aE:ff:lﬂ:1E:¢E;BE:
ﬂ&:??:]f:ﬁd:53:fE:cf:Gl:eE:fﬁ:aﬁ:?ﬂ:thllzai:
Eﬂ:ad:ff:EB:b3:93:9d:dﬂ:Eﬂ:aT:UE:fE:%E:Hﬁtld:
ﬂl:EB:EE:EE:15:hh:13:c¢:EE:QE:EE:&&:SI:al:Eh:
db:15
Exponent: 65537 (0x10001)
¥509v3 extensions:
X509v3 Key Usage: critical
pigital Signature, certificate Sign, CRL S5ign
X509v3 Extended Key Usage:
TLS Web Client Authentication, TLS Web Server Authentication
X509v3 Basic Constraints: critical

CA: TRUE t :0
x5008v3 Euﬂﬂeet Key ldenmtifier:

1!:EE:EJ:lT:ET:EE:SE:EE:AE:ﬁﬂ:39:4D15511F:AE=BD:EE:lq:Eg:gE
¥X509v3 Authority Key Tdentifier:
keyid:13;34:59:Eﬁ:1E:BE:E5:E4:Dl:T3:BE:DE:EE:CE:IA:EE:FE:EE:EB:EE

Authority Information Access:
CA Issuers - BEI:http:ffxl.i.iencr.arq!

%x509v3 CRL Distribution Ppints:

Full Name:
URI:http:ff:l;e.lencr;ﬂrgf



Ro09y 3 Certificate Policies:
Policy: 2.23.140.1.2.1 .
Policy: 1.3,5,1-4+1.d4947+i,1.1

Signature Algorithm: sha256WithRsAR

EE:CEIHETqT:3E:EE:f1:EB:1d
TE:Qd:i@:ﬁE:Jd:33:55:72:5#

ncryption
tB5:bhe:idS:67:70: b2 985 63+ ad:
Et:cﬂ:hT:?U:ﬂu:hj:EE‘ab_fﬁfg:igifZﬂrea:n]:ad:ru:?n:hf:
B2t Dot fne ke v o BT ANLOeTed 12079 a6 6l b
EE_EE_EE';;-Eg-;i-3ﬂ.91tne:hd:ed:?ﬁzﬂ?*u?:fn:?h:ﬁu-GT:

L e Ak A L A9 E0 e 9t 2h s ee s il s it 19 s barrs fees 071 6
40:58: C1: 98326+ 02: a£104: 711913 4ay 0817y e e o
20:08: €91 08:57:30:83: 4910435 0a:47: 51270 : 08=0%: 271 o
Ea:cﬂ:ﬂb:bﬁ:mﬂlﬁc:fE:Ed:uﬂ:mﬂ:hH:Iﬁ:rﬁ:di:ﬂw:ﬁd:Jd:Hr:
Eﬁ:gg:hh:EEtf?:Eh:lﬂ:al:Eﬂ:id:ﬂi:?ﬁtdh:ﬁﬁ:?ﬂ:nd:ﬁI:hﬂ:
El:fﬂ:13:26:94:93:5?:aﬂ:1d:ﬁﬁ:ﬂd:ﬂ1:Hu:??:nv:1ﬂ:ﬂu:11:
97:&1:lﬂ:lf:Te:ﬂﬂ:ﬁD:HG:HT:bS:Hﬂ:hI:hﬂ:ﬂn:hr:ﬂﬂ:hvrfb:
2a:ff:21:4e:1b:i05:cA:15:18:97: f015etacc3tals bl s 6 £0:
EE:bt:Eb:]H:qucm:#b:dE:cﬂ:Ec:@i:a[:ﬂq:Gb:ﬂb:jf:cu:bﬁ:
43:3G:fE:EEtEl:EG:lT:Ea:HE:ﬁH:dl:ff:aﬁ:dﬂ:a?:l#:h?:nﬂ:
d0:63:39:35:39:75:6e:12:ba: 76:08:93:02:09:a%: db: e 173
cet0c:02:dd:bdr 81 fh:9fib7:168:d4:06:65:b3:02: 3d:77: 561
fﬁ:¢¢:5d:4e:cﬁzaa:15:&1:EG:dT:fi:ﬂﬁ:ﬁf:1ﬂ:n1:7%:hb:e?:
5&:70:Eh:ﬂ?:el:HE:EE:cj:bﬂzﬂf:dczﬁl:Tl:Eﬁzzm:af:df:ed:
25:150:52:68:8b: 92 :dcteb:d6:bbred:da: Td:d0: 07 : 6o 04 =21
31:8e:82:55: fb:bO%abrcl89:17:3d el dozeb: 30: 0a: 6 bd:
2b:bd:96:81:14eb:db 1 db: 3d:20a7: Te:159:d3:e2: [8:50: £0:
Sbh:bB8:48:cd: fe:S5c14f:16:29: fosle:55:23:aF:cA: 11:b0: Ad:
ea:Ter23:90: 1728 fdrac:a2;:09:47:46:3F: FOef:b0:bT: ££:
<8:4d:68:32:d6:67:5e:1e:62:a3:93:b8:£5:9d:8b:2£:0b:d2;
52:43:26:6£:32:57:65:4d:32:81:df:38:53:85:5d: Te:5d: 66:
Z9teatbf:ddied:95:b5cd:b5:56:12:42:cd:cd:de:c6:25;:38:
442503 6dzec:ce: 00:55:18:fe:e9:49:64:ddda:ca:97:9:bd:
abicl:73za8zab:b8:4T:c2

Version: 3 (0x2)
Serial Mumber:
40:01:77:21:37:d4:e9:42:bB:ee:76:2a:3c:64:0a:b7
Signature Algorithm: shaZS6WithRSAEncryption
Issuer: 0 = Digital Signature Trust Co., CH = DST Reoot CA X3
Validity
Not Before: Jan 20 19:14:02 2021 GMT
Not After : Sep 30 18:14:03 2024 GMT
Subject: C = U5, O = Internet Security Research Group, CN = ISRG Root X1
Subject Public Key Info: e
Public Key Algorithm: rsaEncryption

RSA Public-Key: (4096 bit)

Modulus:
00:ad:eB:24:73:F4:14:37:73:9b:%:2b:57:28:1c:
87:he:dc:b7:df:38:90:Bcz6e:3creb6:57:a0:70:£7:
15:c2:a2:fe:f5:6a:6e:£6:00;:4f:28:db:de:68:86:
Go:d4:93:be:b1:63:Ffd-14:12:6b:bf:1f:d2:em:31:
Gh:21:Te:d1:32:3¢c:ba:48:£5:dd:79;df:b3:bB: £1:
17:f1:21:9a:4b:cl:8a:86:71;69:4a:66:66:6c:Bf:
Je:3c:T0:bf:ad:29:22:06:f3:e4:cl:eb:B80:ae:e2:
4b:Bf:b7:99:Te:94:03:9€:d3:47:97:7c:39:48:23;
53:aB8:38rae:4Ff:0a:6f:83:2e:d1:49:57:8¢c:80:74:
hE:da:2f:d0:38:8d4:7b:03:70:21;1b:75:£2:30:3¢:
fa:8f:pe:dd:da:63:ab:eb:16:4F:c2:8e:11:4b:Te:
cf:0bze8:ff:b5:77:2e:f4:b2:Tb:4a:e0:4c:12:25:;
ODc:70:8d:03:29:a0:e1:53:24:ec:13:d9 ea:19:bf:
10:b3-4a:8c:3f:89:a3:61:51:de:ac:87:07:94:14:
EJ:?l:ec:Ee:eE:EE:Eh:EE:Bl:el:EE:sc:aﬁzTE:En:
16:ef:3b:90: 62:79:e6:dbrad:9a:2£:26:c5:d0:10:
el:De:de:d9:10;:8e:16:fbrb7:£7:a8:1£7:c7:85:02:
07:98:B£:36:08:95:e7:2;37:96:0d:36:75:9e; fbs
De:?E:bI:1#:9b:bc:ﬂ$:f9:491DE:dﬂ:El:dd=55:h4:
zﬂ:dﬁ:¢1=,g:a=:g1=75:95;ﬂa:ﬂf:dﬂzdftdﬁthdzlz:
1£:35:2¢:28:17: 6c:d2: 98:c1:a0:09:64:77:6e:47:
3?:ha;cz:ac:55:Eu:EE:9ﬂ=?f=73=ﬂ£=397¢5’05:41:

23:3&:59:3&;5&:2&:!5:21:c9:11:37=5ﬂ35353¢:42:
lf:iﬁ:aI:QB:hE:aT:jﬂzﬁl:52L3E532f:::;::d3:;£:
.05:78:59:ed:3e:51:78: 15502 Gl
é:;b: :3e:7b:4a:lc: 4b:73: 05 ;E: :::Ef::;;:g;gz:
13:75743=53174:b3lﬂﬂ:14EET: ;:Eﬂ:ga;hT:HE:Jh:
. Efye T1 E:bd:ﬂ?:bﬂ:cl.ﬂﬁ.3 gelet
d4:5b:71:3 .g2:co:basbd:83:04:1b:
9B:a6:7d:60:Baza2:a3:29;:841067 :af:TeiB6:
e nes1:1brc2:pbif0zaliTciB6:
32:HE:ﬂzzél:al,dEpﬂﬁi#:]gﬂ_?ﬁ=hf=1f=5;;a5;3d;
]9:Bf:eh:33:f3:54:dﬂ:§d:e1:?9:fa:IB:uT:TG:EE:
eE:lE:iE:ﬂi:Ez:dﬂ:E?* :21.51355:££=bu:ﬁﬂ::5:
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