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Put your name, student number, course code and date to each exercise paper. This helps youto |
rreceive your credits in fast and reliable manner. Answers are accepted in Finnish, Swedish or in
|English. Answers are judged based on their quality and clarity. A short and down to the fact
answer will get better points than an excursive one. You may explain things lurther but beware |
that errors may lower your points (even if they are in extra maller). |

I. Miten kryptologiaa voidan kiy1idi tietoturvan toleuttamiseen ja parantamiseen?
How cryptology can be used to implement and improve data security? (6 p)

b

Autentikonti voi perustua neljiin asiaan: mitéd henkild tietdid, mitd henkillld on, mikid henkild
on ja missi henkild on. Anna esimerkki kunkin menctelmiin kiivtosti ja mainitse kunkin tavan
hyvit ja huonot puolet.

Authentication can be based on four factors: what one knows, what one has, what one is and
where one is. Give an example and list strengths and weakness for each method. (6 p)

3. Liittend on uutinen avoimen WLANIn kilytosti jilkien peittiimiseen kavalluksen yhieydessi.
Millaisia uhkia avoimet WLAN-verkot aiheuttavat - tulisiko ne kieltii lailla? Enti GE
Moneyn sisdiset politiikat ja menettelytavat, voiko artikkelin perusteella havaita niissi
puutteita?

See attached news item about use of open WLAN to cover tracks of corporate fraud. Evaluate
threats caused by open WLAN - should those be prohibited by law? How about GE Money
corporate policies and procedures, can some faults be identified? (6 p)

4. Miksi palvelunestohydkkiykseltd suojautuminen on vaikeaa nykyisessd Internctissi? Vertaa
esimerkiksi puhelinverkkoon, mitki Intemetin ominaisuudet tekevilt tisti haastavan
ongelman?

Why denial of service is hard to protect from in current Internet? Compare for example to
telephone network, what properties of Internet make this a hard problem. (6 p)

5. Palomuurit, tunkeutumisen havaitsemis- ja torjuntajdrjestelmiit sekd hunaja-ansat ovat
Jirjestelmid, joita voidaan kilyttii verkossa olevien palveluiden suojaamiseen. Seliti lyhyesti
toiminta, edut seki haitat.

Firewalls, intrusion detection systems, intrusion prevention systems and honey pots are tools
used to protect services in network. Explain shortly how they work and advantages and
disadvantages of using those.

Markus Peuhkuri



Data security chief arrested for account hacking

The head of data security at the Helsinki office of financial services firm GGE Money has been arrested for allezedly
stealing EUR20,000 from an online bank account, aceording to local press reports,

According to a report by Finnish newspaper Helsingin Sanonat, the 26 year-old head of data security is one of four men
arrested in connection with the thell, which wok place m June,

The report says thal the securnity chief allegedly copied bankmg sofiware and passwords onto a company laptop. He then
took the laptop to an apartment in the Kallio district in Helsinki where he, along with two accomplices, accessed an

online account at a local bank. They then transferred EUR20,000 into a separate corporale account.

Police told reporters that the group vsed somebody else's unprotected Wi-Fi network (o connect to the local bank - which
has not been named - in a bid to cover their tracks, but they were able 1o trace the transactions to the laptop owned by GE
Money. According 1o the report, one of the gang was arrested when attempting to withdraw EURS000 from the corporate
aecount. Police say the stolen funds have now been recovered.

Pekka Pattiniemi, general manager for GE Money in Finland, told reporters that the security officer was immedivtely
dismissed.

The case will be sent 1o prosecutors next week and charges will follow in about two months,

<UREhtp:eww finextra.com/fullstory.asp?id=14133=

Number of access points over 10 km buss trip in Espoo

Cver 10 km buss trip in Espoo, 103 WLAN access points were found. About one third (35) of those did not had link-
level encrypuion on.
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